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Source: Jordan Robertson and Jamie Tarabay, Chinese Spies Accused of Using
Huawei in Secret Australia Telecom Hack Software update loaded with malicious
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(1) The guardian, Chinese MI6 informant gave information to MPs about Huawei threat
https://www.theguardian.com/technology/2022/feb/16/chinese-mi6-informant-
wang-yam-gives-information-about-huawei

(2) Ken Dilanian, US. officials: Using Huawei tech opens door to Chinese spying,
censorship https://www.nbcnews.com/politics/national-security/u-s-officials-using-
huawei-tech-opens-door-chinese-spying-n1136956

(3) Anja Karadeglija, Huawei ban won't solve the problem of Chinese spying on
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(1) john hendel, Why suspected Chinese spy gear remains in America’s telecom networks
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(1) Thomas Blaubach, Chinese Technology in the Middle East: A Threat to

Sovereignty or an Economic Opportunity?, Report, The Middle East Institute,
March, 2021, p. 7.
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(1) Aaron L. Friedberg, Competing with China, Survival Global Politics and
Strategy, Vol. 60, No. 3 (International Institute for Strategic Studies, June-July
2018), p. 58.

(2) Anna-Marie Brady, Magic Weapons: China’s political influence activities under
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(1) Thomas Blaubach, Chinese Technology in the Middle East, op.cit, p. 6.
(2) Louise Lucas, The Chinese Communist party entangles big tech, The Financial

Times, July 19, 2018.
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(1) Chuin-Wei Yap, State Support Helped Fuel Huaweis Global Rise, The Wall
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(2) Henny Sender and Don Weinland, Anbang: the downfall of China’s global
dealmaker, The Financial Times, May 14, 2018.

(3) Thomas Blaubach, Chinese Technology in the Middle East, op. cit, p. 6.
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(1) Bonnie Girard, The Real Danger of Chinas National Intelligence Law, The
Diplomat, February 23, 2019. At: https://thediplomat.com/201902//the-real-
danger-of-chinas-national-intelligence-law/

(2) Murray Scot Tanner, Beijing’s New National Intelligence Law: From Defense to

Offense, The Lawfare Institute, July 20, 2017.
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(1) BOYUSEC HACKERS, FBI, September 13, 2017. At: https://www.fbi.gov/
wanted/cyber/boyusec-hackers

(2) A Transactional Risk Profile of Huawei, RWR Advisory Group, February 13,
2018. P. 15.
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(1) Bill Gertz, Pentagon Links Chinese Cyber Security Firm to Beijing Spy Service.
The Washington Free Beacon, November 26, 2016.
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(1) Beyond South China Sea Tensions, Part Two; The CCP Vision and the Future
of Chinese History,» Defense One Radio, February 19, 2019. At: https://www.
defenseone.com/ideas/201902//ep-38-beyond-south-china-sea-tensions-part-
two-ccp-vision-and-future-chinesehistory/154946/

(2) A Transactional Risk Profile of Huawei, op. cit. p 16.

(3) Evan S. Medeiros, Roger Cliff, Keith Crane And James C. Mulvenon, A New
Direction for Chinas Defense Industry, RAND Project Air Force, RAND
Corporation, 2005.
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(1) Nick Statt, China denies claims it built backdoors into African Union’s
headquarters for spying, The Verge, Jan 29, 2018. At: https://www.theverge.
com/201816946802/29/1//china-african-union-spying-hq-cybersecurity-

computers-backdoors-espionage
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(1) Raphael Satter, Exclusive-Suspected Chinese hackers stole camera footage from
African Union - memo, Reuters, Dec 16, 2020. At: https://www.reuters.com/
article/us-ethiopia-african-union-cyber-exclusiv/exclusive-suspected-chinese-
hackers-stole-camera-footage-from-african-union-memo-idUSKBN28Q1DB

(2) Joshua Meservey, How China Has Been Using Huawei-Made Cameras to Spy on
the African Union Headquarters, The National Interest, Dec 22, 2020.

(3) Andy Keiser and Bryan Smith, Chinese Telecommunications Companies
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Huawei and ZTE: Countering a Hostile Foreign Threat, The National Security
Institute, Policy Paper, January 24, 2019. At: https://nationalsecurity.gmu.edu/
chinese-telecommunications/

(1) Joshua Meservey, Government Buildings in Africa Are a Likely Vector for
Chinese Spying, The Heritage Foundation, May 20, 2020, p. 6.
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(1) Joshua Meservey, Government Buildings in Africa Are a Likely Vector for
Chinese Spying, op.cit, p. 8.
(2) Ibid, p. 8.
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(1) Ibid, p. 10.
(2) Joshua Meservey, How China Has Been Using Huawei-Made Cameras to Spy on

the African Union Headquarters, op.cit.
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(1) Joshua Kurlantzick, Assessing China’s Digital Silk Road Initiative, Council on
Foreign Relations, Dec 18, 2020. At: https://www.cfr.org/china-digital-silk-road/
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(1) Thomas Blaubach, Chinese Technology in the Middle East, op. cit, p. 9.
(2) Ibid, p. 10.
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(1) Jamie Smyth, Huawei’s undersea cable project raises red flag in Australia, The
Financial Times, DEC 28, 2017.

(2) Ibid.

(3) Thomas Blaubach, Chinese Technology in the Middle East, op. cit, p. 11.
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